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Strategic Wernina: Strategic Myth?

INTRODUCTION

Anidst the euphoria of the "fall" of the Herlin Wall and the
end of the Cold Nér'came & realization that strategic warning of a
Soviet or waréaw Fact attack on Western Europs had increased from
tens of hours or a few davs to wesks or even nonthsz. HDWEV@ﬁ, not
Bveryvone waz quite as optimistic. Arguing against the position
that the new longer warning scenarios would obviate the need Jor
rapid response airlift, Commander—~in Chied of USTRANSCOM. General
H.T. Johrnson stated, " I'm not sure we will have the
warning...Warning time 1n i1tseld is uninteresting unlsss you make
a decision (to mobilizeld. Historically, we have not reacted to
warning. " (17:164)  Having “"enough" strategloc warning 15

meaningless i+ the political decision makers who receive this

warning do not {(or cannot?) respond within the warning time. Thus,
these so-called "intelligence failures” are freguently. 1n fact., A

lack of political decizions or failure to execute a meaningtul

PEEPONEE., Aoecording to & former dir Force Chief of Zta++. this
results 1n the military responss time often beilnyg Zero.

Drawing upon historical exemples from Fearl Harbor to the
tracent Iragi ovasion of Fuwait, this paper will address the

validity o+ this assertion. It will First review the nature ot
warmirg and the itmpediments to collecting, analyzing and
commuriicating to national deciszion makers the various 1ndicators

which constitute warmning. The paper wi1ll then look at the process

arcd challenges to national leaders., once the warning s




communicated to these decision makers who must determine not only
whether or not to respond to the warning, but at what level and at
what cost. The paper will review possible responses to warning of
an impending CPiSiﬂ; including the need to assess the potential
political, =sconomic, and military costs of a prompt US response.
The paper wili: cvonclude with some recommendations as to now in
future crises the United States might better be able to respond at
arn acceptable cost to the inherent ambiguity of warning. The
paper will seek to avold any lengthy discussion of the utility of
active deception in denying an adversary indications or warning of
ones intentions. Much literature already exists on the suba=ct.
The only deception addressed in the papetr is the sel+-decesption of
the intelligence analvsts and decision makers which resulis in a
lack of watrnring. In fact, self-deception has been called by =ome

"the single most important cause of warning failure.” (11:42)

THE NATURE OF STRATEGIC WARNING

"Warrning is the key to the entire detvense
problem. Our expectations concerning the warning we
zhall get in the event of enemy attack largely
determineg the kinds of defenzes we decide to spend our
monEy on, and how muoh they are worth,”

~—  RBernard EHrodie (4: }

fe Bernard Brodie points out in Stratenyv for the Missile

frae, warning of an enemy attack plays a crucial role 1n our

national detfense

(43184 Unlike intelligence other estimatex
or  forecasts, warning implies a decision to  take action  to

prevent, ar at least lessen, the i1mpact of the event which 1s




the =zsubiject of the warning. Q18D Most definittions of warning
address it in terns of 21ither the amount of time until the
possible enemy  attack or in terms of the objective of the

attack. Im hiz detimitive and ott-cited book, Surprisa

Attacks

or Defense FPlannima, Richard K. Betts breaks

4

"warnming" into  thres ph political, strategic and

i1}
ti
iti
il

tactical. Increas the possibility that

deterrences oo i vall in the months lead Lo

paolitical  warning. Warning comes 1 rom
"indications that the enemy 18 mobilizing and deploving forces
in dispositions congsistent with a plan to attack," usually over
a period of @ wesks, but poassibly in a few days. Finally,
tactical warning is "the detection of initial movements ot the

attack itsslf, before  combat is joined. (20450 Thus the

temporal dimension of warning refers to the time available to

A

respond betore an espected snemyv attack may bhegin. Strategic
warning is  used when an attack ise assessed as likely and
usually  within a period of at least several hours to days,

were e, o Tactical watrning 12 when an attack 13

) g Ty

imminent (mirmutes away) or already underwuay. (8222

Watrrin:g in terms  of Lthe adverszary @

obiective an wnitiating an attack. Knoes and Morgan point out
that the tfterm "strategic does rnot refer solely to attacks
involwing nuclear weapons or the super powers, but i terms of

"the purpose ot the attack amd 1ts context, not the nature of

the actors or weapons., " (14120 In other words, strategic




Warning is waeening of an attaclk designed by the government of

ar adversary to be a crucial step in achieving 1ts  strate

national oblectives vis—a-vis the oppanent. Whereas, tactica

e

warning could bhe construed as warning of concepts o practices
For winning a battle instead of winning the war.
Strateaic warning has also been described as  bhaving the

following characteristics:

B Fraedictions of a single enemy action, "dichotomized
between the prababil ity of 1te gocurrance and its

non—oCcurrences.

b. A "step-change" from the status quo.
C. Havimng "sianificant disutility" for the recipient of

the strategic warning, 1if the warning goes unheedesd.
d. The intended recipisnts can respond o the warning to

reduce the probability of the ooccurrence, o to ameliorate the

[

consequences 1+ the event does ocour.

&, The chances of the response being successful are 1n
part dependent on the length o+ time between the warning and
the event.

f. Whether or not the event will asactually ocour  depends
wltimately on  the acticns (or reactions) of the adversary.
(H:2171)

These characteristices offered by Steve Chan shouwld be kept  1n
mind in  the {following discussian of the warning collection,
analysis, and communications process, as well as the role of

the decision makers in developing an eftfective response to the




warning.

IMFEDIMENTS TO FROVIDING ADEQUATE WARNING

“"Critics o+ intslligence estimation,
uwnderstandably frustrated by srror, nevertheless
frequently ternd to undereztimate the difficulties
analvats face. Interpreting information and making
judgments are no easy matters, and estimation and
avaluation are particularly difficult in an uncertaln
and compler world where evidence 1 almost always
ambiguous and any decision involves serious
CONSEqUEnCes, Hindsight often confers considerabl
wisdom. ..

e Jamice Grosz SBtein (1901430

From the Japaness attack on FPearl Harbor in 1941 to  the

recent lIraqi invazion of Fuwailt, the US Intelligence Community

T

as  taken some "bad raps" for not providing adeguate  warning
o+ these "surprisze'" attacks. The poztmortems of these alleged

failuwres usually foous on three aspects of the warning process:

collection, analvsis, and commurnicaetion of the warning.
Collection
One  bf the potential drawbacks to todav ' s improwved

intelligence collection systems is the vast amount of data
which can be callected, but must be screzened prior to  being

analyzed. Az Roberta Wohlstetter writes in her authoritative

arnalysis of the attack on Fearl Harbor, Fearl Harbor: Warning

and  Decision, “We failed to anticipate Fesrl Haerbor not for

avant materials, but because of a plethora of

warit o+ s

irrelevant ones...It is much easier after the event to sort the

fis
—

relevant P Om the irrelevant signals. Bfter the event, of

course, a signal 1s always crvstal clear.” (222287

x




The shesr volume of potentially useful information cowld
conceivably ovarload the systenm and create whiat Mis.

"background of  irrelevant  or

Wohlstetter has termed noi
inconsistent signals, signs peointing in the wrong directions,
that tend alwayvs to obscurs the signs pointing in the  right
wav. " (232691 This noizse can be coreated intentionally by an
adversary to make fhe jab of +inding the "right" =signal more

difficult., We may create the problem ocurselves with our desire

i

B
u

to collect as  much information as possible about a2 o
situation or potential adversary. Untortunately, the advances
1n data collection have not been matched with similar progress

3

=ing  and analyzing the information. (181279 This

in proce
problem may also be compoundesd by an  adversary who has
initiated a deliberate deception program to mask his real
intentions. Furthier, the increased US emphasie on high  tech
callection svstems, coupled with decrease over the past 15
vears  in o owe Human Intelligence CHUMIMTS capability, could

rereu ]t in iy endernce  and overcontidencs in tha

reliability of these advanced systems’ abpility to "sound the
alarm.”

Analysis

5till, it % the task of the 1ntelligence agencies to
provide  the warming  and the reguisite analvsis, National

deci1asion makers  ar gpccuriled wibh other tasks and have

nelther the time nor thc opoizific experience, ar perhaps Ln

some cases the competence, to make use of 1t. 101 0+




i

1

course, thie can lsad the policy makers to sscond guess the

analvsi

i light of their "big plrocture”, ar worse vat, get
into micro—managing the raw data. Thig is not unlike Fresident

Johrnson  and  Secretary of Defense MoMamara pilocking maobt arnly

WL

targets for airstrik in Mistnam, Bt

Lgn1ng weapons loads

as wall. Yet, the intelligence zsnalvsis will usually retlect

i

Lo I o g the  comml bmaen i thes dlec 11 on makers RS

previously made to goals, objectives, values, and resources of

intel ligencs. o 17ED

I+ the intelligence professionale are
ovarly dominated by the decision mekerz; howsver, they @ay
becoms "prisonarse’” of the decigion maker s dogma, 1Mo gesE, and

preconceptions. For example, whien Ieraels Lieutenant

Siman—~Tow = 1 g 1973 report, showing the Egvotians were

about to attack, was sgueslched by a senior ntelligence because

it conflicted with the "official conception” of how & war would

begin. (182 35504 The intelligence professional, then, must

the decigion maker of the wvalidity and urgenoy of the

Watning.

The daunting role of intelligence remsins "to eyhract

certainty from uncertainty and to tacilitate coherent declisions

1 an incoberent enviconment. 302 BEurt. in trving to

whrilte an bonest and accurate report, the amalyst otten has o

U

~

choice but to be ambivalent. 21821 The: absolute objectaivaty

ot the analys may also bhe somewheat di1luted by the tact that

the Ffimnal asseczment 13 otten the prodoct of  an anteragency

bureavcrat i c COMProml se, Efforts to 2liminate  much of the




ambriguity Can posze a danger of oversimplitication as subtle,
but potentially meaningful nuances 1 the analvzis are stripred

" "

away to achieve an agreed-upon "commurnl by poz1tIon.
Intelligence analwvsts frequently approach their work  with

a s=set of wspectalions of likely patterns of (ensmy) behavior.

fldzdal) £

zed upon vearz of analviical expsrience amnd  thear

understanding ol an advarsary s ablschives, ztrateqgy. and

dectrine, analvys will Ffeel confident of e ability to
deternina the burpose behind the observed events arnd predict

the opponent’ =z next move, In & Soviet scenario this meanz we

to anticipats d z10ons that have »er

1t
il
-t
]

ton be made in the Ereemlin, (100100 Often an analvst mav trw

b

to +1t his observations inty concelved nodel, based (=Yula

1

it

Pr

s exrperlence and assunptions. The danaer of this “mireor

1

rinagarg” 1€ Chatl what mav be correct about onessl+, mav not
necessarily be correct when applied to the enemv, (18: 2652
Anabhiear impediment ta  the analysis process 1s that

frequently the intelligence profes=ional 18 unaware ot the

desired outcome envisaged by the policy  mabkers. Thus, in

tryimg to second gue the ocutcome, they wopend, arnd arquabl v
raste, much time and effort preparing additional 1ntormation on
other possible policy contingencies. In the process they
create more information and reports than the already overloaded
policy maker and his stefd can possibly assimilate.

Communication

fince the collection and analysis process has developed the

n




1indications that would result 1n & decision o 15sue & WArhling,
the actual warning mecsage must bhe pazsesd up the line. The

PUrpose of 1Es01ng A wWarning 1s to grve policy makers &  chano

i
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to avold or minimtos the ohanos

tts impacth.

For a nunber of reazonz the "word" gJust doesn Ut get
through to the people who really nesed to know.
In  the 1942 Cuban wmiesile orisis., &an ini1fial HUMINT

zighting of one of the mizziles waz reported on Deptember 102,

but the report dicdn & the mnat:omnal level until Leptomber

21, Lakewise, the tacbtical warnir af  the armitiasbion of

L

-
)
'

Operaticon  Barberossa 1n 1941 went Lo Moscow Dy routlne {and

[

written! commoanication channels +tor secuwrity reasons, rather
than by an 1mmeolate, albelt less  secursa, teleptione  call.

(2B

The WS natiornal warning 1% certainly much improved

i

over the Soviet svstem o+ 1941, Todav the ntelliigencs
community maintaing @ networh o4 "watch officers”  at the
VAP LOUWS agenclss whio regularly confer by secure telephone about

Fotential  trouble spots. (Zls Dl fhiz MHatiounal Operalions

and Intelligence Watch Orficers Metworbk (R TWOR D allows th

1]

watch o+f+icersz to teleconterence betwesen the opsrations centers

at Cl#A, LIA. Fl=eéq. ahate Deparhment, JCnAd-710, and the While
Howse Situation RHoom, t1:192) Detls railses zome 1nteresting
questions 1 thig regard, sUCh au: How many watch otfircers

want to "get the Frosident out of hed” with what may be a talsze




alarm=, and  how many falze alarms will o F

- (e T

bheftore the intelligence agensy loses 1ts oredibilite™ (2 2250

Im  FEorea in 1950, top US ofticialz  who
1intervention was imminent deterred to sach
should intara the Fresident. {(Za 17 This

exi1st today. Femarkably, on the dav besfore

Ui tober 1%7x, due

State FHissinger ' s statt chose not to anform

minute Israeli decision to mobili:

Another potential problem 1n getting the

that nesd 1t 1z what iz often referred to as

syvndromns. Bernard EBrodis warned that

cof the Hour Secret

believed Chinese
other about wWhO
problem mar  sti1ll

the arab abttack an

why

Bl

Yy

-
T
ug
M
—
i
i
~+

mim Gt

wairning to those

the Tgreen door

ct
i

"limiting v

information to a few highly-placed perzonzs who do not have the

tame to think about it Can prove an excssslv

erur Lty (40 188&) For example, besides the

nine other top level officlals in the Us gove

reqular  dizteibultion

intercepted and decoded Japane

diplomati

not one of the cho

ampassador  to
Even though Frestdent Roossvelit was on the €

list, fhier had trob le getting

hetore the

intercepts i the {final wee
(2101 More recently, the ill-fated Desert
attempt may have been more successtul had
compartmentalized. (1Z2:264)

During Desert Storm si1aniticant progres

for MABIC,  the

2 price ta payv tor

Fresident, only
rrment were an the
high sesnsitive,

The

=1 few. (I SN

[m] S the ACTESSE

Japanece attackh.

Che hostage rescas

it riot been =D

s was  apparently




made  in getting intelligences indformation to the combat wunits

P

without COMErOmLSLNG in

Ffully, thisz wet

will

methods. Hop e

and help redoace the 1mpediment of the

reen door! somewhat ajar.

THE CHALLENGES OF DECISION MAEING AND

"Statesmen periodically
caught in situations they did not
the conseqguences of having failed

nasty. ™
5T

FEnore

Once the warning 1s

intelligence community to the national

mew  ball gamse begins with new plavers,

new chial lernoge include

The plavers

national security advisors and

thelr own

parsanalities, experiences,

LTimi

i

ztrengths and tations. Fackh of

of influsnoe the

vary 1me deso) on

which

. 1t this

15

making proce during

Toncerns aro constdersations Can

vipedimants, Lo our capability to

et rective response within the

e

and

sucoessfully

the
S@MN1lor
prigorities,
theas
ernsuing
are part of the national security
Process
become
determine

avarlable

lligence SouUrces and

pracedent for the futureae

gresn daor syndeome

[u] Ed

COSTS OF INDECISIVENESS

find thaemselves
anticipate, wherses
tia do =g are guite

Flaragar (13:

pa the

policy makers, a whole

naw ground rules, and

Frezident and his key

ofFLio each with

ials,
perceptions,

persanalities has  a

discussi and
2100

that

-
-

a numbe- [

challenges, 1f  nat

B

ard an

warring time.

The Decision Makers

The personalities and experiliences

security policy plaverszs can havse a

significant

of the primary mnational

intluence on how




the recent

they recpond to & potential crisis. The sucoe

US regspomse to the Iragl invasion of Fuwait may in part be  due

T

to the previous a ot several key plavers within the

g

Ford Administration. At thet time George Push was Director of

White House Chied of

the CIA, Pi

Cheres

Scowsroft served as National Zecurity Advisor, Colin Fowell was

DT CEMPEALIGH

4l
e

a White House Fellow, amd Jim Baker was Ford s
Maraner., Thig shared sxperience, coupled with Fresident Bush =
extensive foreign policy background as US Ambassador  to the
United Mations and to Chima, as well as his =trong  fFreference
for close personal alliances, prooably avoilded pateEntially
debhilitating personality clashes as the sustained pressures (o
find a solution to the Guls Crisie increased. Leldom 1n the

arn administration wheeea the

fiftty wvears has there bee

2

fré

infiahting beltwsen k plaveres didn’t consumse  thse  e2nergy,

erficiency, and foous ot the particirants.
Evern with the best team—plavers, howsver, when faced with

amlriguity will opsrate Srom preconceived rectations and

perceptlions, based wpon their imdiwrdusl erience and

learming. Human limitations, stress, and fatigue 1n Crisis can

also  affect how well & policy maker will tfunction as  the
pressure bullds to develop & meaningful PRGNS within
avallable warning times,

Fersonal Influence on Decisions

|

Fersocmal beliefz 1n one’'s own political sysztlem, preyious

evperience  and learnindg, and nternational history can  all
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In time of they may have a Jdifficult time

separating their preconceived expectations and perceptions from

te.

9

acts  and unbiased judgemsrnts ba

o upon the available fa

4

-
e

i1

In fact, the greater the ambiguity of ths warrning, the gr=a

the i1mpact of the preconcepltions, (2:220) Thus theyv |

=

]

e

%

i

i3]

Q

]
«+

to analogies or "mirror imaging” the @&nemy intentions with past
events in their experience.

False alarmz or the "cry wold" ndrome can als aftfect

the policy makers’ ability to come up with & timely and
appropriate response to warning. Once a warning is ve:eiJed.

evervday a suspected threat doe: not materialize dulls

it

sensitivity to the reality of the danger.

Israelis were experiencing "alert fatigue" from the number of

false alarms of am imminent Arab attack and failed to mobilicze

L

X

in  late September in spite of growing indications of the real
Arabh attacl. Fe 72
Impediments to Responsive Decisions
Bevond  the influence of experience  and  the resultant

preconceived  expectations and perceptionsz thers are  several

cther impediments which oan divectly influence the ability  of

the political decizion makers to d

i

[}

velon a responze within thes

{

-

available warming time. ihese include the necd te consider a

a1 s For mors intormation

variety of options and the related o
and for more time to make a decision.
Toy conduct a proper analysls betore making a decision., aone

narmally  evaluzst a  number  of  optilons., This evaluation




o options, including a2 worst

case scenario to bhound the sroblem. ot as Frhorr reminds s,

"There atre alwavs rore contingencies tham  the defender has

resources to pay far.” (15277

Te +ind  the right signal amidet the omniptresent noilise,

Roberta Wohlstetter suggests, "oovone needs not only oan ear,
but a wvariety of hvpotheses that generate obhservation.
221542 In other words, the decision maker should consider  a

range of opltions, realizing that evidence consistent with their

theories may also be consistent with other views. i13:158)l of

course  the danger in this regeard ie that the more options  are

considered, the more tims2 will be spent working throogh them.
Thus, the challenge remains to coms up with the right  answer

befare vou have all the information or anals

=15 vl would like,
ared certainly Lefore 1t 1s too late.
In 1941 war with Japan was  imminent, vet we  seemned

oblivious to the fact thet 1t migh?t begin with an air attack on

——

the US flest at FPearl Harbor, (45 2450 fs oa result o Fearl

4.

Harbor and cther more recent sxperiences, policy makers tend to

o+

want just a little more informaticon and Jus a litole moare time

fH
it

bexfore making theilr decision az they try to determine not

whether enemy will attack, ot wherse, when, a3nd how.

)

Ae long as there iz Warring, decizion makers will be

tempted to wailt  for nors information. The critical, and

probably  unanswerable, aueztion then becomes  how much @ors

information may becoms avallable and how lona can thevy continue




to walt beforse making & decision to respond. idn occasion

leaders may consider the intelligencs S WA&PN1ING

" P

useless less 1 "the answer. (e

diplomatic,

i1}

Thers iz alsd c hiope bhat gliven mors Time.

economis, im b Ly, nonmilitary  response will

dirfuses the =i htuation anrnd restore deterrence. This atten

resul s im a desire of the decizsion makers to wailt just )

little longer in the hopes that during ths interwvening psriod

the ensmy intentions will become clearer or  the appropriliats

it}

:,

response will become more apparent.  BEven on the day be%ore‘th
Arabs  attacked Israel im 1973, the Izsraeli: army told  the
Cabinet that "frab resort to war would vield furthers ndicators
not yvet detected. (32107

Only whan policy makers are convinoed that delerrence has

failed and thelr wors fears are about fto be realized will they

make the  btouagh  decisions,

the inherent political,

ot fLirther

aoonomic and millitary cos and acoceprt the s

oy,

threatening but

-
H
=
T
-
i
o
-
55

de

tabilizing what evervone hop

marmageable international orisis. Clae 1l
Costs and Risks of Response
we want to

Before deltermining h and to warning we

muet  Ffirst determine what we want to accomelish by our

PRERONSE., This requitres that we define our obiective: conzider

the potential risks and costs. including the risk of alating

the crisiss determine the level of our reEgponsey and Finally,

decide when and who will




The iject;ve ot mos b past Aand futurs
probably to diffuse or otherwise prevent the potential crisis
and satisty our mational zecurity abjectives without having to
raesort to the use of military forcse. Mowie e, 1+ this 1
deemesd "too  little, too late",  we might have o resort Lo
TEMECTLOMS, an itncreassd

ztronger diplomatic 2Conomlc

military 0P =caw o+ Foroe or 2viEn a limited

conventianal military actionm to avoid a

1

i

=]

it

Finally, it deterrence, and all « fails and & shooting watr
does  start, our obdective should be to rapidly terminate !the

contlict on the mos

|n

t scceptable terms without having to  resort

to all-out nuclear war., (13:181--82)

i
~+
}
i
=
ps
o
-
i
—

a
i

In assessing the risks (=¥ PESPONS8eS,
there 1s no "free lurnich" response fto warning . Anvthing policy
makers decide to do in response to warning  carriss  with 1t
costs anmd risks. Thuz mational lgaders must nobt only determing
the varionus political, economic, and military Costs, St Aalso
when and to what gxtent to make the response which will 1nCur
the osts, In 1250 the U%S did not beslieve o intelligence
"becausge 1t wouwld have besen very inconvenlient...ws would have
to do something  abowt it...In the end 1t was much more
inconvenient Land coztlv] mnot to have belisved." (92 10EP)
One of  the most immediate concernsz 1 b Toar oA
escalating the crisis. The mere act ot "posturinpa’” 1n responzse

to  the warning may become a self-+ful+filling prophecy (2:224)

Even though, according to some sstimnetes, there were soores of




indicators thiat the Mazis

19241, Opetation Barbaros
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